State of California DEPARTMENT OF WATER RESOURCES California Natural Resources Agency

JOB DESCRIPTION AND POSITION CLASSIFICATION

CLASSIFICATION DWR POSITION NUMBER SAP POSITION NUMBER MCR
Systems Software Specialist Il (Technical) 0520-1373-016 50000617 1
APPOINTEE SAP PERSONNEL NO. | DIVISION/SECTION
Vacant DTS/Enterprise Telecomm & Messaging Services
COLLECTIVE BARGAINING IDENTIFIER
Management Related BU: Supervisory Related BU: Confidential Related BU: Rank and File BU:
RO1
RESPONSIBILITIES EXERCISED IMMEDIATE SUPERVISOR (Print) SUPERVISOR'S CLASSIFICATION
[ Supervisory [ Lead Person Jesse Bishop Systems Software Spec. lll (Supervisor)
APPROVED BY (Personnel Analyst's Name) DATE
JP 12/23/13
Pe_rl_(i:;enrg of Activity

POSITION SUMMARY

Under the general supervision of the Enterprise Telecommunication and Messaging Section Chief,
the incumbent functions as an expert System Administrator and Microsoft Systems administrator
responsible for planning, designing, deployment, and maintenance of the Departments complex
messaging system production environment. Works with a high level of cooperation and
communication with other system administrators, database and application support staff, technical
specialists, and define end-users and project participants. Incumbent must adhere to all
Departmental IT Governance Standards and IT Policies as set by the Department’s Chief
Information Officer.

ESSENTIAL FUNCTIONS

This position requires the incumbent to interact effectively with other technical experts and the
Department's management in securing the resources, expertise, and approvals to implement
large-scale information technology solutions. Balance concurrent assignments and complete
assigned tasks and projects on tight time constraints; maintain consistent and regular attendance;
function effectively and efficiently in a team work environment; and provide after hours support for
systems on an as-needed basis. The specific duties include:

45% Provide expert level technical knowledge and leadership on the Enterprise Messaging systems.
Design, deploy, and maintain enterprise Microsoft Active Directory, Active Sync, DNS, and
Exchange system components. Establish proper level of critical system administration including
patch schedules, upgrade cycles, and regular maintenance activities. Maintain performance of the
Messaging environment through troubleshooting, monitoring and tuning. Ensure recoverability of
Messaging systems/data and maintain system at a Tier lll level of high-availability. Lead and/or
participate in multidisciplinary teams involving Messaging system platforms and integration of
platforms with other technologies and application systems. Enterprise messaging system
environment tasks include system administrator of: Enterprise Exchange e-mail system and
infrastructure; Active Directory; Microsoft Domain Name System and Active Sync; and Unified
Communications technologies such as Voice over IP, mobile and remote access control.

SUPERVISOR'S STATEMENT: | HAVE DISCUSSED THE DUTIES OF THE POSITION WITH THE EMPLOYEE.
SUPERVISOR'’S NAME (Print) SUPERVISOR’S SIGNATURE DATE
Donald Foley >
EMPLOYEE'S STATEMENT: I HAVE DISCUSSED WITH MY SUPERVISOR THE DUTIES OF THE POSITION AND HAVE
RECEIVED A COPY OF THE DUTY STATEMENT.
EMPLOYEE'S NAME (Print) EMPLOYEE'S SIGNATURE DATE
>

DWR 525 (Rev. 1/09) Page 1 of 3



JOB DESCRIPTION AND POSITION CLASSIFICATION

CLASSIFICATION DWR POSITION NUMBER SAP POSITION NUMBER MCR
Systems Software Specialist Il (Technical) 0520-1373-016 50000617 1
APPOINTEE SAP PERSONNEL NO. DIVISION/SECTION
Vacant DTS/Enterprise Telecomm & Messaging Services
Pe_rl_?ﬁlrg of Activity
30% Provide technical expertise and assistance to Unified Communications (UC) system and
technology components; and to complex areas of Voice Over IP, Video Tel-a-presents, Remote
Access, and mobile connective. Technical subject matter expert on required technological
infrastructure for UC systems and applications. Perform Exchange and UC application security
controls; develop and enforce applications' security standards; and provide expert level
consultation. Develop and maintain production operations release management strategies
including deployment policies and procedures for specific enterprise Messaging and UC software.
15% Provide system management services for Messaging environment. This includes system
architecture, researching, capacity planning, and performance optimizing for department exchange
and unified communication platforms. Consult and provide technical expertise to other technology
groups in resolving complex problems associated with messaging and UC items and to resolve
complex system integration and performance problems.
10% Conduct and attend meetings with users, applications development staff and system

administrators. Prepare technical documentation and defined reports. Prepare a regular summary
of significant work in progress or completed. Perform other duties as required such as
participating in special projects, and preparing general administrative documents. This will require
driving a vehicle on public roadways.

OTHER RESPONSIBILITIES

Provides necessary support to the Divisions of Flood Management, Safety of Dams, Operations and
Maintenance, Engineering, and/or the Public Affairs Office during governor declared emergencies,
flood, dam SWP, and other incidents and emergencies. Additionally this position may participate in
emergency operations in the capacity of area teams, coordination, and assist agencies such as
CalEMA and FEMA in disaster work. This position may also serve in one of the sections as
established in the Incident Command System to assist the Department in performing its emergency
preparedness, response, recover, and mitigation functions. These functions are established in the
California State Emergency Plan and the Department’s Administrative Orders.

SPECIAL REQUIREMENTS

May be required to travel on rare occasions to other offices. Must possess a valid driver's license if
operating a vehicle. Occasional overtime may be required, when necessary, to meet tasks/project
deadlines. In order to effectively maintain the system, the incumbent may provide after hours
support for systems on an as-needed basis. Must be able to operate a computer workstation for
extended periods of time; ability to occasionally push, pull, move, and/or transport equipment
either solely (up to 25 pounds) or with another person (up to 100 pounds). The incumbent operates
various IT equipment daily.
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KNOWLEDGE, SKILLS & ABILITIES

The incumbent must demonstrate expert level knowledge and experience in the system
administration, design, and operations of an Enterprise Messaging System; administration and
support operations of an enterprise MS-Exchange environment; demonstrate expert level
knowledge with respect to enterprise software production operations and information technology
business procedures and practices; full knowledge of MS-Exchange, Active Directory, MS-DNS,
and Windows server and SQLserver technology; extensive knowledge of data processing
concepts, practices, methods, and principles, knowledge with respect to evolving industry trends,
practices, and standards with the ability to apply this knowledge, to the business perspective of the
organization in solving the more complex enterprise software technical problems; and excellent
interpersonal, communication and leadership skills necessary to serve in a project lead capacity.
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45%
	activity: POSITION SUMMARY
Under the general supervision of the Enterprise Telecommunication and Messaging Section Chief, the incumbent functions as an expert System Administrator and Microsoft Systems administrator responsible for planning, designing, deployment, and maintenance of the Departments complex messaging system production environment. Works with a high level of cooperation and communication with other system administrators, database and application support staff, technical specialists, and define end-users and project participants. Incumbent must adhere to all Departmental IT Governance Standards and IT Policies as set by the Department’s Chief Information Officer.

ESSENTIAL FUNCTIONS
This position requires the incumbent to interact effectively with other technical experts and the Department's management in securing the resources, expertise, and approvals to implement large-scale information technology solutions.  Balance concurrent assignments and complete assigned tasks and projects on tight time constraints; maintain consistent and regular attendance; function effectively and efficiently in a team work environment; and provide after hours support for systems on an as-needed basis.   The specific duties include:

Provide expert level technical knowledge and leadership on the Enterprise Messaging systems.  Design, deploy, and maintain enterprise Microsoft Active Directory, Active Sync, DNS, and Exchange system components.  Establish proper level of critical system administration including patch schedules, upgrade cycles, and regular maintenance activities.  Maintain performance of the Messaging environment through troubleshooting, monitoring and tuning. Ensure recoverability of Messaging systems/data and maintain system at a Tier III level of high-availability.  Lead and/or participate in multidisciplinary teams involving Messaging system platforms and integration of platforms with other technologies and application systems.  Enterprise messaging system environment tasks include system administrator of: Enterprise Exchange e-mail system and infrastructure; Active Directory; Microsoft Domain Name System and Active Sync; and Unified Communications technologies such as Voice over IP, mobile and remote access control.
	classification: Systems Software Specialist II (Technical)
	appointee: Vacant
	dwr position number: 0520-1373-016
	sap personnel no: 
	sap position number: 50000617
	division: DTS/Enterprise Telecomm & Messaging Services
	mcr: 1
	percent2: 30%
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10%
	activity2: Provide technical expertise and assistance to Unified Communications (UC) system and technology components; and to complex areas of Voice Over IP, Video Tel-a-presents, Remote Access, and mobile connective. Technical subject matter expert on required technological infrastructure for UC systems and applications. Perform Exchange and UC application security controls; develop and enforce applications' security standards; and provide expert level consultation.  Develop and maintain production operations release management strategies including deployment policies and procedures for specific enterprise Messaging and UC software.

Provide system management services for Messaging environment.  This includes system architecture, researching, capacity planning, and performance optimizing for department exchange and unified communication platforms. Consult and provide technical expertise to other technology groups in resolving complex problems associated with messaging and UC items and to resolve complex system integration and performance problems.  

Conduct and attend meetings with users, applications development staff and system administrators.  Prepare technical documentation and defined reports. Prepare a regular summary of significant work in progress or completed.  Perform other duties as required such as participating in special projects, and preparing general administrative documents.  This will require driving a vehicle on public roadways. 


OTHER RESPONSIBILITIES
Provides necessary support to the Divisions of Flood Management, Safety of Dams, Operations and Maintenance, Engineering, and/or the Public Affairs Office during governor declared emergencies, flood, dam SWP, and other incidents and emergencies.  Additionally this position may participate in emergency operations in the capacity of area teams, coordination, and assist agencies such as CalEMA and FEMA in disaster work.  This position may also serve in one of the sections as established in the Incident Command System to assist the Department in performing its emergency preparedness, response, recover, and mitigation functions.  These functions are established in the California State Emergency Plan and the Department’s Administrative Orders.


SPECIAL REQUIREMENTS
May be required to travel on rare occasions to other offices. Must possess a valid driver's license if operating a vehicle. Occasional overtime may be required, when necessary, to meet tasks/project deadlines.  In order to effectively maintain the system, the incumbent may provide after hours support for systems on an as-needed basis. Must be able to operate a computer workstation for extended periods of time; ability to occasionally push, pull, move, and/or transport equipment either solely (up to 25 pounds) or with another person (up to 100 pounds).  The incumbent operates various IT equipment daily.
	percent 3: 
	activity3: KNOWLEDGE, SKILLS & ABILITIES
The incumbent must demonstrate expert level knowledge and experience in the system administration, design, and operations of an Enterprise Messaging System; administration and support operations of an enterprise MS-Exchange environment; demonstrate expert level knowledge with respect to enterprise software production operations and information technology business procedures and practices; full knowledge of  MS-Exchange, Active Directory, MS-DNS, and Windows server and SQLserver technology; extensive knowledge of data processing concepts, practices, methods, and principles, knowledge with respect to evolving industry trends, practices, and standards with the ability to apply this knowledge, to the business perspective of the organization in solving the more complex enterprise software technical problems; and excellent interpersonal, communication and leadership skills necessary to serve in a project lead capacity. 
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